494 AT L/l /TEHR, Vol. 67, No. 12, pp. 494-499, 2023
T

)

MQTT (C& 3 &#&ES [oT ¥ X7 L
W B

I i

b BLOE

s o e X or @R
Internet of Things (IoT) &) BEFETNLTH, S - Broker «___ir___ﬁ_

20 4ELL EAYREDL. BRI O ) 30 bEAISIT
ZNLHi A & & Ubiquitous X Pervasive % & O FHE &
EHICESNTETCBY, ava—%Etry b T—72
WCHEDLLAAILL S TZELRSTWVA A=V THo720
b LNz, JTAEICED, TN AR ERe g
1275 DE#L, 777%%—Ezmﬁ&ﬁﬁhﬁ:
LT, REIEESTFIZBWTIoT DER BRSNS
X9 &ofst.ttzi%L% IBWTIE, EEH
ORy b &ZiEL s 2NEEET 5 2 & TEEDABIL,
TR OFM, FHREFEIZORITE Y AT A0ER
SNTW3

ZHOLZIOT VAT AICBWTHEHE ZLD1E, a v
K=t MIOBHEEWETH L. ToTICHKT ATVt
TREAY VT ANOEHEEFETHTNA AL ENR
SEEHTAT ) r—aroiEEThy, FEEHE
AR OEHRTH L. FAARAET TV r—a3v0
%ﬁ%l%M’%ié‘&i%L< L TN AD

T ) r—3 a v OREREILIR & v o 222 I IS
Ebﬁé. E1XOE) ISk T T r—2a Y Bo
KFHEEEDEZDE, FNARET T ) r—2aro
IR —RBREN e 2D, TNARAET T ) r—2ay
EMEIF LS THETLHER/E T AT 4TI,
Z) LA~ ORBICHEL SPEL 5.

b OBEEIOR

HE

ISl
Het
T

i

A RER LB ERIR

_______

7T

Device Device '
ey (Leviee] (Deviee] |

| BER
N

1 IoT 12 BV 2 Fht IR O i Eh 4

H

* TEBERE

Key Words: MQTT, Publish/Subscribe, IoT.
11999 4£ 12 Kevin Ashton [k (4i~HF 22—+t v v T
BRZE) PHWI/RO-EESNTWS

— 16 —

% 2 [ Publish/Subscribe €7V

Bt BEonsEEETIVE LT, Publish/
Subscribe £ 7NV AT 5N 5. KfETIE, Publish/
Subscribe & 72 HED CHEM 2 @E 70 ~apT
HY, POIT VAT LIBVWTEALHWLERTWS
MQTT[1] 122w T, FECnisidn s & & i+ 5.

AIGOEBRIILLTOLEBY THL. £9 2. BT
Publish/Subscribe E 7V IZOWTHEEIT 2. 3. # Tl
MQTT OBEZE, TGHEG, EEHEEFIIOV TR,
4. ¥ T, %%@El”)%ﬂ%ﬂé &, MQTT 2R3 A HF
RN Z NS5, REICE. FEIZTELDERRD.

2. Publish/Subscribe €7 )V

Publish/Subscribe €7V, #%%fEH D #IZ Broker
(fhr%) #MET2HEEETVTHD. £ 2 MO X
IS, EZEHITFNFN Publisher (F178) B O
Subscriber (&) & LiXM, Broker #/-L T 1 HL
) %479 . Subscriber IZHHPLEL T LHEHRSED L
9 72 b D% Broker 125278 L CTHEFE & 1TV, Publisher
1Z Broker (2 L CT1E#Rk % %473 5. Broker iZ Publisher
25 1E#HAUE < & Subscriber TR EBE L, 20
1G5 % VF & 35 Subscriber NEEET L0, HDH VI
TERMOFAEZWMMNT S, IoTIZBWTIE, &2l
7% Publisher & &2 V), £ F—=F %200 $ 57 7
r—3 3 vH Subscriber & 7 B IEDSHBITH 5.

Z® X 912 Broker #4135 % Z & T, Publisher & Sub-
scriber [ZBHEAICR VI 2179 T £ ASTE 5. Eugster
51, Publish/Subscribe ETNVOEAIZ L D HESLNL
Bk AL LCUTo 3T 2T 5 [2).

o ZEMAYBRE A1 - Publisher & Subscriber iZBH W
AR A AT
BFIET GBI A% - Publisher & Subscriber (Z[A]FF 12
BET D EED R\,

FE R BAE &% - Publisher & Subscriber (& Z 112
NIERIARIZEE LB S
2 LzBE AL, BINOFRK AR E L T



WEF - MQTT 12 & 2SS ToT ¥ AT 4

495

Broker

Forer]

Publisher
Publisher

P

%3 k¥ 7 X— Z® Publish/Subscribe
Attribute Value
Type == Temperature
Type Temperature 8&
Data 24.8 Data < 26

Publisher Subscriber
Broker
Publisher

454 a7 v X—AD Publish/Subscribe

L. 722X, AT r—a AT A
TNA AR LIZGE, 7T7)r—a v ORER
FEOBIEEAREL T D (HDHWVIERARET )
ENRTEL., 77V —3ariddh < EFTH Broker &
BEAZLTBY, £y 70N, ACHT 5EHEN % E
EEHIZEHS> TWARWDTHE, ZDLHIZ, BES
W 212 Publisher 17— % A& IZ, Subscriber 125
ICHETE, VAT AHROZITHIG L3 v Eids
Publish/Subscribe €7V ORI E VR 5.

Publish/Subscribe E 7 WIZ1E D DOHE S
REMRLDLE LTIy I R=A LTV T VYN
AWFEITF 5N S, My 7 RX—21E, Broker (28175
BEE [V 2]l o<y F v 7T, 8 3 KR
& 912, Publisher 135173 21F#HIZ Py 7 2445
L, Subscriber dHFEFIC Ny 2 2 I8ETSH. ZOH
RUTHIS L2 EN AR 7o b av e LTid, MQTT @
132>, AMQP % STOMP 23\ o s, —F, arTr
¥ N— 1% Publisher 235179 2 1# (2> 7> )
{2k} L C Subscriber 2’52 8ET 2 HATH 5. M
B2, F4ARD LY ICary T vy BB EEEE
b5, Subscriber (X ZFNSBMEMEICKHT 55421 8ET
. ME I R= AL WARFHR BRI HETH 5 25,
Broker OALER)SEHEL T 5 720 FERABNIEI R RES NS,
ik AMQP Tix, Headers Exchange #RE% V> %
ZET, RENTIEHLb0DA LT IN=Z2DR )
WY ARETH D, > T I N—ADWFEFEH & LT
IZ Meghdoot[3] ®* Gryphon[4] 28I 5T 5.

AFaCHHT S5 MQTT X, Al EB) FE Y 7 N—
ATH%H. 7272L 33HTHERDL LHIZ My 7 DIRE
IZBWTIA VA= FERHTRTH), PEY IO
SEAE—H DM %17 Publish/Subscribe B2 27 4 &},
N5 LRGBS REL 2o T 5.

%3, Publish/Subscribe 8> 2 7 A OHIZIZMAT L

-,

-
—

=

— 17 —

7z Broker % g \J 72\ HERL (Broker-less) b HET 5. 72
EZIEDDSPHIIFIP YV FF v A b EEHWTY 74
7 v P OMEFER Z1TV, Broker IZHM T 5 — N %
W2 b ¥y 7 X— 20 Publish/Subscribe € 7V 12
HOLKR Y)Y ZEHLTVD. 7547~ bOBED
51, DDS X Fv o =7 AR % Broker & L THR%
o TV ERRAHILEHLTED.

3. MQTT O#HE

MQTT (& b ¥ v 7 X—Z® Publish/Subscribe € 7
WS Ta havThb AMQPEoM 7o b o
EHBLAY FH/NE RN R E A IS HIF O
HHLE VY TNA A EEDOMER LW LA S, ToT
VAT AIZBVTRLHWLNRTWS.

3.1 E%

BAEOMQTT ®Ite 2570 k2, 1990 £~
312 Andy Stanford-Clark (IBM) # & UF Arlen Nipper
(Arcom, ¥ Eurotech) 52X o THIEEN. Kk
WRBEEZMS7AMS, TIAL P OEZY ) 2 TH
BEINTBY, FHEEPLOARE R BEREICH 2
LEHREIENITuTIA Ly ) ETabarTho
72, FOBHIZILY) ANS NIy ¥ O ER QoS il
(k) 72 & OHEEAHAED MQTT 12 b 2T fkAT T
. B, MO MQTT I8 E 4O E B K TE
D, ArgoOTWP, MQIpdp, MQIsdp % & & ki3 T
AVAES

— %I F @ Broker 3£ & L Tid 2008 4£12 IBM 72 5
Really Small Message Broker (RSMB) 737 10— X F
V—AT) )= A&, 2009 FEIIEA =TV —AD
Broker E#T# % Mosquitto[6] 255 % - AR S 7z, #
2010 4, IBM & Eurotech i MQTT v3.1[7] D HE%
OAY )74 7Y —=TAML, 2011 21X MQTT @
7547 v NESE Eclipse MEIZEFIE L T 5. BFE
F =T V—=ADOMQIT 7547~ FEHE L ThL
w51 Tv % Eclipse Paho id, ZOBRIZHFE I
I—FATe e >Tw5b.

Z Ok, 2014 412 OASIS 12 & 2 iZ#ALA 2 S,
MQTT v3.1.1[8] %) ) — A &4 7z, 2016 4EIIX ISOHZ
Wk ), % 5022019 48121 MQTT v5.0[1 251 1) —
A SICTKIE R EREILIR S 72 S22+ — 7 0 e fhdk
EEROFE, EEEEL, 2L TloT OMiitic kD,
MQTT (X 2010 FRHFEHE DV KREREHEZED TS
(%6 5 KZ=MW) . BfE, MQTT Broker D EFE 2 FEF L
L Cid il @ Mosquitto 2 2 HiveMQ, VerneMQ,
EMQXZ2H D, v5.0 NOREAHEARDDOH D,

IMQTT v3.1 DAy ¥ Tid 78 b 2 )45  MQlsdp &
o TBY, HEHOZEISHAOND.

Ax IFARITEFEEL V. Zhid, v3.11oAy ¥
IZBWT, v3.1 EDRFDIZDIIN—T a v EiES
(Protocol Level) # 4 & L TWwiz/zv BEbnsb,



496 AT LRI/ RO 67 % #5125 (2023)

100 Mosquitto OASISIEAEY, v5.0U U —2

I Uy—= v3.11Y U ==

g 80

g

£ 60

=

S 40

©

& 20

[

20—

© — — — — — =~ — =~ — = — = =~ — =

B - T S S S S T COTCTS O OCOCTSTES I TOTCTE CTCTESE CTERCTEICTELCCE

= 0¥ @ © 4 4 oM & 10 WU N 0 o O o3 o
o o — — — — — — — hm) — — [\ o~ o
O O O O O O O O O O O o o o o
~ ~N N ~N N ~N N ~N N ~N ~N ~N ~N ~N ~N

%5 MQTT o8 + L~ F (Google Trends[9] DT —
5 2 HAERD)

3.1.1 JREZA I

MQTT Ot 71 k2L & LT MQTT-SN[10] H5%
Fohs, r¥ty b= mIFICER(L L 72F%E
EoTBY, M7 AK— MEIZUDP 2 FHHTHET
HorlZER, Py rzEfEV4 (FEY 27 ID) IJHE
EMZ Ty M A XZWMRONDE & Vo 1 HE DS
%. MQTT-SN O f-#12 IBM AR L THE Y, #iko
RSMB %> MQTT-SN Tools & o 7z HEAEF W] 7B 72 52
FHHFIEL T 5. ARRPER: L TIIRELIE 2 ST
Wb OO, OASIS D/INFBERIZBWTMQTT v5.0
B E 2 /2RI N— 3 o MQTT-SN A st <
nTws[11).

3.2 JCHESA

MQTT % w72 ToT ¥ 27 A5 L O ToT 754 2%
Bz 7 5. R LD monifi[12] 1346 R EHE %2 1T
BELTAE=S) TP —EATHY, £V TNAA
EOBBIZIMQIT AL TwAE, 2y a—~mil
TII/NEIORY N7 =223 L0 ET58FEF4LA
~— M TN AR L TV 5 SwitchBot # [13] # 4
EHIZBWTMQTT AHWHNRTWS, ToT Y AT 24D
MER EIHWwWSE ALY A T2 ) — X M5Stack TdH,
UART ##HTMQTT 12 L 2@Ex W fe s §5H €
VAo LARBSNTYD (14, $72, HEAEIAT
1¥ Facebook Messenger |25V T MQTT 4% (474 < &
b)) FRHSNTWAZ LSRR TW S [15].

BERICB VT, AT 7)) r—v a Y OKRTPE
24810 L 72 IoT OGS - IS HEATEY, £oh
TH MQTT A —ED&E 21> T\ 4. Industrie 4.0
DHEZERIIE T I 5 OPC-UA 1 Publish/Subscribe £l 0
WELZTR—-—PLTED, MQTTBLXTAMQP D7
Ohav<y B rZpHESN TN (16, 29 L7zIR
JL2r 5, Insights Hub (IH MindSphere) [17], FIELD
System[18], Edgecross[19] & \xo 7z &3 M) ToT £
#T b MQTT ALY AR ST

P ToT EEIZBWTE, BETTare LT
MQTT AL A ENRTWS, Bk LT, ToT D
E PR ThH 5 oneM2M[20] TiE, T K —% >
MHOMEE 7O baj e LT HITP X CoAP LY

IMQTT (23 412 TCP %458 LT\ 5.

Publisher Broker Subscriber
! =
CONNECT CONNECT
CONNACK CONNACK
SUBSCRIBE
SUBACK
—_—
PUBLISH PUBLISH
DISCONNECT DISCONNECT

%61 MQTT OMEIE S — 7 > A
508y HER

CONNECT ‘ PUBLISH | SUBSCRIBE
BE~Ny & 784y MEER, QoSL AL, Sy YA X
AE~NY X SR
rg —————————— 78 k3L Ver. %/?;ntﬁg' /54y RID
I A=PAL bt 4
_Rf4A-—-F REEER AET-% | BHErCy s

87 Ny MEEB I UB L %8y MIEENLIHR

MQTIT 2AHESIN TS, T/, 7T 7 FIoT £
T % Amazon AWS IoT Core21] IZBWVWT b7 T
FEDHBIZMQTT ZH WA I EATE S, Z0IF
7», Akamai IoT Edge Connect[22] TIZAIHIZACE S
N7zxy I — %58 Broker & L THW, K
% MQTTHEZAT) T EAWHRE LR > T 5.

3.3 FEHaE

AREGTIE MQTT OUFRUT 2 A8 - BEREIC DWW TR
35, MIFOHE I, HREALBNMTE L 720, M
WZOWTIIEEE 1,8 # R a7, B, DT
Bz WY MQTT vh.0 2 &5 & LT3,

2547 ¥ Mid % 9 Broker {2 CONNECT 737 v b
EREL, 7A=Y arEovyyarEREETS
(% 6 X) . L CTDISCONNECT /87 v M2kt
TaraMULAET, Avt—TORITRES T MW
12179

MQTT 787 v Mg, 8 7 KRS L) ICEEANY
¥, WENY T, RAO— FRbEA. HENY 3T
~NTOMQTIT 787 v Mo &$47E L, CONNECT %
PUBLISH &\ » 7287 v MNERIOFEE, 787 v b A
AT EHmEEx &L, B, MQTT 87 v o
T4 X LERIEH 268MB TH 5. WEAY B LIRS
O— FOREZ, N7y MERICE DV RZ L. 728 21T,
TEEERICH V515 PINGREQ 787 v MIEEN Y
FORDOHER SN, TTENy FLfa— FIIFEEL
BV, kT R EORBICHCLNL My M
BIIZ PUBLISH T 1), ZO~y #4%4 Zidi/NT6 /8
1 hTH B2

2MEENY 2N, b, WEANY TR E Y 74 3N
A MBLOTONFAELINA FOBE. P2
ML FE Vo 2RI r — A TH 5.

— 18 —



B MQTT 12 & BB S 10T ¥ A5 A 497
) . ) i fewvo:T
B1E JAVER— K ey sggom V2T moer |4 =
Wikt Cv 7 | <V T3 A% LE Y 7 OBl Publisher li‘ |
foo/bar/# foo/bar, foo/bar/baz, foo/bar/qux/baz S
o :
foo/+/baz foo/bar/baz, foo/qux/baz Few o \
$share/{ShareName}/T i .
Publisher Broker  Publisher Broker  Publisher Broker
g & & %9 Shared subscription O HERE
O Store
O store PUBLISH (QoS: 2) FEY 2 T
E)(SOBSL:E)H PUBLISH Q REREE Y 7: T
_ (Qos: 1) PUBREC Broker
_— Store 3) PUBLISH | 1) SUBSCRIBE.
PUBREL 3) PUBLISH | -
PUBACK *{ Topic Treq () |4) PUBLISH
Plhdidbi
PUBCOMP Requester | 2) SUBSCRIBE 5) PUBLISH Responder
| |ememem————— =
PUBLISH Topic Tyes
QoS 0 QoS1 QoS 2 6) PU S op
(At most once) (At least once) (Exactly once) —

g 8 QoS il 1

MQTTIZ2BI}A MY Z7IZAT Y 2 XYY OfERE L
%o TWwb. 7ok 21d “japan/tokyo/temperature” X
“japan/tokyo/humidity” &\ > 72JET b ¥ v 7 % $85E
T&%. Subscriber &, WEFE M ¥y 7 OFfFERIC 2 fH4H
DTANEA—=REFHATLIENTRETHDL. VIV F
LANVT AN R — F 44718, SRERERELIT ofRkEC
OWTHEBEOLTHEY Yy F 5. Y7V TA
VA= F 447 id, BRELERIZOW TOAERDO LT
e~y F945. # 1 RIHZRT. 7B, Publisher
EI7ANVEA—=F2HWAZ LIZTE R,

MQTT 7% v3.1.1 DL 2> S 4l 2 T 2 FEE 2 HE 6k
LT, QoS L IVOIRENZEITONL., THUIA Y=
OFNEMHER L FEOMLMATH S, 8 RIIRT LI,
0, 1, 2O 3BEEDOLNUPHRETE, REITHTLIE
% (PUBACK, PUBREC, PUBREL, PUBCOMP)
PRP G WEEIIEFREIT) LT, ThEnry
tL—URA LN, RME1IE, L CHERAERLS 1H
e %D, %8B, QoS HlHli Publisher & Broker,
Broker & Subscriber O TENZFNATHONL LD TH
"), Publisher & Subscriber M D F)E % EHERIET 5 B
DTIE R\,

3.3.1 MQTT v5.0 \C 5 \} 3 HeEEHER

MQTT v5.0 #5721 A 2 - HfE & LTI,
Shared subscription, Reqeust/response, Server redi-
rection BTSN L. Wb, MQTT v5.0 THZ
AN FPNIHF 7T S 7 a8 T 4 fEEE EH LT
FHEIN T3,

Shared subscription (Z##% Subscriber T2 )V — 7%
R LZEL7HT2ETH L. F 9 KIS E R
$. Subscriber 1%, WEHFD MYy 712 “$share” 75
WBELTV 747 A%fFF 5. “ShareName” (£ 7V —
TG L, [H U ShareName % 5% L 72 Subscriber
LRIV —T2EET 5. L%y 7 (KOFTIE
T) CHIFENZA Y=V, ZIh—THOWT S
® Subscriber DAPZAET 5. FOBE, L O Subscriber

- S
— X

— 19 —

% 10 Request /response O #HEI 1 7z it

ALEIEN S 714 Broker DEFEMRGFTH 5.

Reqeust/response (&, 7 74 7 » b TER LILE
DT ERTRRE T AEMATHS. # 10 KR
FTEHIE, BRM T4 TV MIERA Y =TV E AT
T5. ZOW, WENY FOTUNT 1 FERICTSEH
Ny 7 RIBETH. BFEAVE—VeXE L7941
Ty, BB MY Z ISR LTUSEA Yy =T 5
195, BERMZ 47y MEEaanEfl by 7%
WL TB LT, WEEXITIA Z LD WL 25,

Server redirection i&, Broker 22527 7 A4 7 ¥ Mk
L T3 DS Broker 2R 5720 DR TH 5.
7947 b OEREER (CONNECT /87 v 1) 12
T BHIETHSH CONNACK 237 v MZ, I
4G Broker DIEHE#E 5 Z L AST& 5. F72, Broker
PH7I4T v bAoOYkEA (DISCONNECT /87 v
M) IO FAREDERZ WML T EDAETH L. b
&0, 27947 Y MM Broker ~OFE AR Z &
MUREL e o T\ 5.

AREHITIRRTE 7R EMAETE 258 LT, B
D3 71) 27 Broker 73 LT % [23]. Mosquitto
R HiveMQ % &, vE.0 IR L7zdbDdbdH D, SFE
TR RIS T LT RTH 5.

4. FECHEEME

MQTT OEE#N 72 7 — F 7 7 F + Tl Broker 233X
TOAY =T %MPS 5T LA 6, Broker DML ERE
WUE LT ik & b, KRETIX Broker TEEEIZEY
T B O W TSN T 5.

4.1 Broker MEEDEITE - 7

R & B, Broker DALEEERR I HAMT & L WF5EH O
REGBOGHEEE 2oTEY, MREHICET 2 5L <D
Wigeiis45d 5. —BlE LC, Bender 51 MQTT 04 —
7 — AFEETH S Mosquitto, HiveMQ, EMQX,
VerneMQ, MQTT.js 8 & Uf Paho O:RERF % 1T > T
W5 [24]. F£72, Gemirter HIFAY— T 1 DET—



8512 5 (2023)

498 AT L JHE/ERE 6T B
MQTTLoader
[ Publisher [
"|:|r Broker
[ Subscriber [t

>

:

# 11 MQTTLoader O HEm

Broker
B {KBroker® _,

MERESE :\ BT
[ﬂ
Publisher Subscriber
v b7—0A
~DF7A—F

%12 Broker MREM] L~ 7 70— F

5y kST MQTT, AMQP, HTTP o H#EFf
% FH L T 5 [25).

PHRRMED/-DDSEFEE LY - VHRAINTY
. Zlmenzbos LTk, eMQTT-Bench[26],
maqtt-benchmark([27], MQTT Stresser[28] % &A3%1T
b5, bbhOWRI V=T Thbr =TV —A
DOPEY — )& LT MQTTLoader % Fi% - A LT\
%[29,30]. %11 KO LH2, D2 4T ¥ bxir
% BT Broker (20 LT & 22 F, AV—T v bR
A WET 2 S DTH S, MQTT v3.1.1 5 £ U v5.012
WIS LTH I, 3.3.1HilZ7k <72 Shared subscription
LHr AW D TR L o TV 5.

4.2 Broker EEDNE

Broker OLEIVEREZ M L S5 T 70 —F 121, K
XL =E20 KN D 5. Broker HAKVERED A L, Bi%kL
Broker & V7o Bk, €L TAHy MT—FZHANDF
7u—FThsb (512 1) .

HifktERem EoRIREF & L CiE, muMQ[31] 233817
bNs. v VFaT7oiEHB LU DPDK # vz —
AN =3~y FORBEZ L ) HREMEEZEH L T,

B RO A & L TiE, #%% Broker % #HH 4
ft LECEARZTER T 5 FHEE2RE L2 MQTT-ST[32]
X2, 43k Broker 1238\ T Broker [ @13 & % Hll K
T5FLEERE L7 Detti 5 OWIZE [33] BFIF S5,
F 72, 4 Broker OB Y —E A & LTIX 3.2 &
127872 Akamai IoT Edge Connect 2% 5. biLb
b I Broker O EMIZMDHATETBY, F£ED
Broker 5% & fHE e BE &£ §° % ILDM[34] ®°, Shared
subscription $ X UF Server redirection & 37z X 7 —
7 7 W7z ToT 7 — & PEREAE [35,36] SE D58 % i T
W5,

'"MQTTLoader 25 (202048 JJ) L, bR
£ — W iE MQTT v5.0 IFEG Tdh o 7z

— 20 —

RPRBONOEL LT Fu—F & LT, Broker IZB)
BDIELA Ay N T — 7 NNF T = R AHLD LA S AT
5%, bitbiud MQTT-SN[10] X512, 7% 7
L=y 7n s s 3y 75 PABT 2 T, #v b
7 — 27 ¥2%12 3\ T Broker O — ERMLER & 04T 9 % 4l
DIZETL) M ATV S, Pd % FHWTMQTT /84 v b
4 Y MlA E LTl Ali 5 @ SDFog-Mesh[38] b %5
Fohsd, 29 Lk y MU — 27 ARELIZOWTIRHE
bZ Vb DD, Broker 2%H ) MO R ERERK I DOV THE
RIDEVWERFEEGZ/RLDD0THY, 5HOSIL R
BHFFRICHIRR L 72w,

5 &bHhI

AfETlE, IoTOFEEBEESO havE LTSNS
MQTT 22\, #EETIVE LTOMBERIT &
B, TR BT 2 HERENLER, Broker OPREBL T
DO FEEy A5 2 A0 L7z,

MQTT 7% 2 %5, Publish/Subscribe & 7V |2 Hi3k
TLHAEEMEL, SRR TNARAET T r—2aro
LD 0T ICBWTHEELREH 2R/ -L TS, H
B SN TBY), A =T V=A% 50HE L 0E
EhdHbHIl, Flavia—<my /Ty I—754 X
M 2O TEMMEBPEETHL I Lnb, 5#%b
BLAWTHICBWCEH WA EEZONSL. —F, &
BOHHORTHREL RV BLRELTEF2) TAH
MZETS5N S, MQTT & TLS 12 X 5 552 A ] fE
THHD, VIREIZ AN — T v b RBIEANDFEN A
%[39]. %72, CONNECT /%% > k% AUTH/$% » |
WX DAGEERE R VI TiRE 2o T2 00,
MOV TIEBAE S L IZ3EFT T 2 L EDH 5. ToT #:
SOBEBELERFME LT, el MREO M 2725
R OERICET 2 S5 4 2 MO RITELENS.

Bl &

-
—

AR TR L 72F2E0—EBIZ JST & 2817 JPMJPR21P8

DHTEEZTI2LDTH 5D,
(2023 4F 5 A 30 H=A)

2 £ Xk

[1] OASIS Message Queuing Telemetry
(MQTT) TC: MQTT Version 5.0 (2019)

[2] P. Th. Eugster, et al.. The many faces of pub-
lish/subscribe; ACM Computing Surveys, Vol. 35,
No. 2, pp. 114-131 (2003)

[3] A. Gupta, et al.: Meghdoot:
lish/subscribe over P2P networks; Middleware, pp.
254-273 (2004)

[4] R. Strom, et al.: Gryphon: An information flow
based approach to message brokering; ISSRE (1998)

[5] Object Management Group: OMG Data Distribution
Service (DDS) Version 1.4 (2015)

Transport

content-based pub-



W MQTT 2 & BB 4 ToT ¥ A7 4 499

[6] R. A. Light: Mosquitto: server and client imple-
mentation of the MQTT protocol; Journal of Open
Source Software, Vol. 2, No. 13, p. 265 (2017)

[7] IBM, Eurotech: MQTT V3.1 Protocol Specification
(2010)

[8] OASIS Message Queuing Telemetry Transport
(MQTT) TC: MQTT Version 3.1.1 Errata 01 (2015)

[9] Google Trends; https://trends.google.co.jp/
trends/ (2023 £ 5 A 23 HZ: )

[10] A. Stanford-Clark, et al.: MQTT For Sensor Net-
works (MQTT-SN) Protocol Specification Version
1.2 (2013)

[11] OASIS MQTT SN Subcommittee: https:
//www.oasis-open.org/committees/tc_home.
php?wg_abbrev=mqtt-sn (2023 45 H 23 H&H)

[12] WERLEHREH: 175251 v 7 —
Y Z [monifi] ; https://www.oki.com/jp/infra_
monitoring/monifi/ (202345 H 23 HZH)

[13] SwitchBot; https://www.switchbot.jp/ (2023 4 5
H 23 HZH)

[14] M5Stack:  UNIT MQTT PoE; http://docs.
m5stack.com/en/unit/mqtt_poe (2023 4 5 H 23 H
ZH)

[15] Meta:  Building Facebook Messenger; https:
//engineering.fb.com/2011/08/12/android/
building-facebook-messenger/ (2023 4% 5 JJ 23 H
ZMH)

[16] OPC Foundation: OPC 10000-14: UA Part 14: Pub-
Sub v1.05.02; (2022)

[17] Insights Hub; https://documentation.mindsphere.
io/ (202345 H 23 HZH)

[18] FIELD System; https://www.fanuc.co.jp/ja/
product/field/ (2023 4% 5 H 23 HZH)

[19] Edgecross; https://www.edgecross.org/ (2023 4F 5
F 23 HZH)

[20] oneM2M; https://www.onem2m.org/ (2023 4F-5 H 23
HZH)

[21] Amazon AWS IoT Core; https://aws.amazon. com/
jp/iot-core/ (2023 45 H 23 HZH)

[22] Akamai IoT Edge Connect; https://techdocs.
akamai.com/iot-edge-connect/docs (202345 H 23
HZ )

[23] mqtt.org:  public_brokers; https://github.com/
mqtt/mqtt.org/wiki/public_brokers (2023 4 5 H
23 HZHR)

[24] M. Bender, et al.: Open-source MQTT evaluation;
IEEE CCNC, pp. 1-4 (2021)

[25] C. B. Gemirter, et al.: A comparative evaluation
of AMQP, MQTT and HTTP protocols using real-
time public smart city data; International Conference
on Computer Science and Engineering, pp. 542-547
(2021)

[26] eMQTT-Bench; https://github.com/emgx/emqtt-
bench (2023 4% 5 A 23 HZR)

[27] mqtt-benchmark; https://github.com/krylovsk/

- 21 —

mqtt-benchmark (2023 45 23 HZMHR)

[28] MQTT  Stresser; https://github.com/inovex/
mqtt-stresser (202345 H 23 H&HH)

[29] MQTTLoader; https://github.com/dist-
sys/mqttloader (202345 H 23 HZH)

[30] R. Banno, et al.: Measuring performance of MQTT
v5.0 brokers with MQTT loader; IEEE CCNC, pp.
1-2 (2021)

[31] W. Pipatsakulroj, et al.: muMQ: A lightweight and
scalable MQTT broker; IEEE LANMAN, pp. 1-6
(2017)

[32] E. Longo, et al.. MQTT-ST: A spanning tree pro-
tocol for distributed MQTT brokers; IEEE ICC, pp.
1-6 (2020)

[33] A. Detti, et al.: Sub-linear scalability of MQTT
clusters topic-based publish-subscribe applications;
IEEE Transactions on Network and Service Manage-
ment, Vol. 17, No. 3, pp. 1954-1968 (2020)

[34] R. Banno, et al.: Interworking layer of distributed
MQTT brokers; IEICE Transactions on Information
and Systems, Vol. E102.D, No. 12, pp. 22812294
(2019)

[35] R. Banno, et al.: A scalable IoT data collec-
tion method by shared-subscription with distributed
MQTT brokers; EAT MONAMI, pp. 218-226 (2022)

[36] R AT1IA: Server redirection ZFJH L7 MQTT 71—
HNDT FAT ¥ MED 5T TFE; BFHEHREEFERK
E&RE, p. B-16-10 (2023)

[37] P. Bosshart, et al.: P4: Programming protocol-
independent packet processors; ACM SIGCOMM
Computer Communication Review, Vol. 44, No. 3, pp.
87-95 (2014)

[38] S. Ali, et al.: SDFog-Mesh: A software-defined fog
computing architecture over wireless mesh networks
for semi-permanent smart environments; Computer
Networks, Vol. 211, p. 108985 (2022)

[39] V. Seoane, et al.: Performance evaluation of CoAP
and MQTT with security support for IoT environ-
ments; Computer Networks, Vol. 197, p. 108338
(2021)

XA Q U‘;;) A
]ﬁ NV

2010 FFdbiEE Ry TaibiEm—o— L 7~
0= 7 AR AZE . 2012 ERIKSE KR
TEHELF e EHME AR5 T, 2018 SE
HULERS R AE PSR T se kg 5R
MIET. 2012 £ A AREREFHRASTA
L, 2018 4FHUE T3 RSB IR LB
JER, 2020 F LB KBRS EIE H0EE TR #, 2022
X DUEHIZ, BEICESL. IoT VAT A, =LAty
LT = % EOWFZEICHESE. Hd (%) (20184E9 A, HK
TERAE) . 2015 4F B IEHLI A4 DCE, 2019 4EEEARH-T
ZEAEEE 7 &% %H. ACM, IEEE, IEICE, IPSJ&4&E.

>



	坂野



